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Greetings,
The Israeli Association for Compliance, Administrative Enforcement and Audit
is proud to publish the first Hebrew edition of the Professional Standards for
Compliance Officers. This file contains the following documents:
[.  Definition of the profession

II.  Statement of responsibility
III.  Core principles
IV. Ethical code

V. Accepted professional standards
VI.  Professional guidelines

These documents are mandatory guidelines for certified compliance officers
and/or anyone who works in the field of compliance and is a member of the
Association of Compliance Officers.

In light of the evolution of the field of compliance to a profession, we have
endeavoured to provide tools to support those who work in this profession to meet
their legal obligations.

We hope that these norms will serve as a guiding light for compliance officers in
fulfilling their duties to the various bodies in which they work.

Alon Kohalny, Adv.

Chairman of the Professional Committee

Chairman of the Israeli Association for Compliance, Administrative Enforcement
and Audit.
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I. Definition of the profession
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Definition of the profession

Compliance is a service to an organization, performed designed to ensure that a
firm meets regulatory best practice and all applicable laws and ethical codes. This
thereby reduces risk to employees, shareholders and senior leaders, as well as
ensuring a focus on good customer outcomes. This can be achieved through the
establishment of a robust Compliance Framework accompanied by effective

training and stakleholder management across the business.
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II. Statement of responsibility
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Statement of responsibility of Compliance Officers

A Compliance Officer must act and fulfil the following in the course of their work:

1. Development, implementation and management of an organization’s
compliance plan.

2. Advising the directors / senior management on the planning, implementation
and assessing the effectiveness of the controls related to compliance risks in the
organisation.

3. Creating appropriate reporting channels for compliance issues.

4. Encouraging the promotion of a culture of compliance.

5. Coordinating the resources and the functions available to the compliance

function in order to enforce the compliance plan and assimilate compliance values
amongst the organisation’s employees.
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III. Core principles of the compliance
profession
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Core principles of the compliance profession

The core principles help ensure that that compliance tasks are performed
effectively. The application of these principles may differ from organization to
organization, and it is the responsibility of the Compliance Officer to act as
required in order to ensure that they fulfil their responsibilities.

A. To be a source of knowledge in the field of compliance for the managers and
workers in the organisation, and to advise the board of directors and the senior
leadership when there is any doubt about how the behaviour of the organisation
stands up to the law.

B. Identify the compliance risks which the organization is facing and advise the
board of directors and senior management on how to prepare for them;

C. Design and implement controls to ensure the organization is protected from
those risks and to monitor and report to the board of directors and senior
management on the efficiency of those controls;

D. Monitor compliance risks;

E. Examine the effectiveness of the controls intended to mitigate compliance
risks;

F. Solve compliance challenges as they occur;

G. Encourage employees to report misconduct.
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IV. Ethical code
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Ethical code for Compliance Officers

1. Fundamental duties

1.1. A compliance officer will promote compliance with the provisions of the law,
the provisions of the regulation and the procedures of the organization.

1.2. A compliance officer will meet the highest ethical standards to ensure that he
can contribute in the best way to the benefit of the organization and stakeholders.

1.3. A compliance officer will not assist or participate in misconduct.

1.4. A compliance officer will take appropriate steps to prevent inappropriate
conduct by the organization’s employees.

1.5. The compliance officer’s actions to prevent inappropriate behavior must be
legal and ethical.

1.6. If in the course of their work the compliance officer becomes aware of a
decision that, if implemented, would constitute an offense against the law or
would constitute inappropriate behavior, he must:

a) refuse to approvesagree to the decision;

b) notify without delay the board of directors and senior management
regarding the consequences of the decision;

c) report the decision to all other parties as required by law.

1.7. The duty of the compliance officer to his position outweighs his duty to his
employer, especially in situations where the organization, due to inappropriate
behavior, may harm the organization, stakeholders and the public.

1.8. A compliance officer will report as soon as possible to the board of directors
and senior management any material violation of the policy or procedure that may
result in a violation of the law and/or regulatory provisions.

11
All rights reserved to Israeli Association for Compliance, Administrative Enforcement and Audite



(") NP Y700 N9DX NIPXT7 N7 ATIAN )’4 XY
Israeli Association for Compliance, Administrative Enforcement & Audit
nYIXPRN

2. Organisational Duties

1.9. A compliance officer will serve the organization in which they operate with
integrity, exercising unbiased and impartial judgment and in accordance with the
rules of ethics and the principles of efficiency.

1.10. A compliance officer will act in a skilled and professional manner.

1.11. A compliance officer will have up-to-date knowledge in all relevant fields
that may be required by virtue of his position, and will work to update and acquire
knowledgeseducation to ensure that he is able to respond to the compliance
challenges faced by the organization in which he operates.

1.12. It is not expected that a compliance officer be an expert in every field of
knowledge related to the compliance activity, but nevertheless he must work to
obtain knowledge required for the proper performance of his responsibilities. For
this purpose, a compliance officer can, among other things:

a) to use consultants;
b) undergo training/training;

1.13. The compliance officer will include in the proper inspections that he
conducts all the issues, information, reports and instructions actually related to
inappropriate behavior, whether this has been done in the past, in the present or
whether it is a suspicion of such an action.

1.14. A compliance officer will regularly monitor and examine the adequacy and
effectiveness of the measures and procedures established by management to
ensure compliance with regulations and laws.

1.15. A compliance officer will assist managers, employees as well as any related
party, either directly or indirectly, to plan and review controls in the field of
compliance.

1.16. The compliance officer must regularly report on the fulfilment of his duties
to the board of directors and/or senior management and update them on the status
of the compliance program, and on the extent of the organization’s exposure to
compliance risks.

1.17. A compliance officer will not assist or encourage and/or recommend taking
sanctions against an employee who reports wrongful behavior or suspicion of such
behavior (whistleblower).
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1.18. A compliance officer will preserve to the best of his ability, in accordance
with other duties assigned to him, the anonymity of the parties who report to him,
especially when whistleblowers request that the report be anonymous.

1.19. Unless the law imposes this on another party, the compliance officer will
manage the investigation of any suspicion of non-compliance, potential or certain,
and will reveal inappropriate behaviors while taking care to preserve the
information and identities of those being investigated.

1.20. A compliance officer shall carefully guard any information obtained in the
course of his professional activity.

3. Professional Duties

1.21. The compliance officer must maintain integrity and the respect of the
profession, work to promote compliance with the law and ethical leadership, and
promote professionalism in the field of compliance and maintaining the rules of
ethics.

1.22. A compliance officer will act professionally with integrity, fairness and all
due diligence.

1.23. A compliance officer will not disclose confidential information about the
business affairs or operational processes of the organization, unless this is done by
virtue of an explicit judicial decision.

1.24. A compliance officer shall not make misleading or false statements and shall
not make claims about his professional qualifications, experience or performance
that are inconsistent with the truth.

1.25. A compliance officer will not harm or do anything that could, even
inadvertently, damage the professional reputation of other compliance officers.

1.26. The compliance officer will maintain his professional competence and work
to acquire knowledge of the latest approaches, practices and laws.

1.27. A compliance officer will not present himself as a certified compliance
officer, unless he has been certified by an authorized party, received a certificate
of certification, and passed, at least once a year, a course in the field.
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V. Professional standards
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Professional Standards for Compliance Officers

1 General introduction

The compliance profession has evolved from occupation to profession, with the
ultimate expression of this being the establishment of normative codes that
define the profession on the one hand, and on the other hand constitute a
benchmark which those involved with it are required to meet.

Professional standards are normative and mandatory, intended to guide
Compliance Officers and those in charge of internal enforcement (hereinafter -
Compliance Officers).

Various factors, such as organizational climate, volume of resources, the
organizational structure, and reporting channels may affect the work of the
Compliance Officer. However, on the other hand, ensuring that the compliance
officer fulfills his responsibilities requires compliance with these standards. In
other words, compliance with these standards guarantees:

* That the Compliance Officer meets the mandatory standard threshold;

* That the Compliance Officer has the power to provide the board of
directors and senior management with insights and added value;

* That the Compliance Officer effectively utilizes the resources that the
organization makes available to him;

* That the Compliance Officer is in a process of continuous improvement
and that he possesses the required knowledge and expertise.

2 Structure

The professional standards framework for Compliance Officers encompasses a
system of obligatory and recommended norms, as follows:

Codex of the

standards
Recommended Mandatory
norms norms
] ]

| | | |

. i Professional .

Accessories Prgfes§|onal Ethical code
guidelines standards
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The professional standards are divided into 3 categories:

11 [

Core standards Operational Standards Quality Standards

I. Core Standards

3 Purpose of Compliance Officer’s work

The purpose of the compliance officer’s job is to point out to decision makers
disparities in compliance and consequent exposure of the organization to risks and
to advise the board of directors and senior management on these issues.

4 Basic conditions for fulfilling professional responsibilities

4.1 Compliance officers need a direct communication channel with the board of
directors and the senior management of the organization.

4.2 The board of directors and senior management will decide formally and in
writing (via a charter) the areas in which the compliance officer will operate.

4.3 The board of directors and the senior management of the organization should
make adequate resources available to compliance officers (including personnel,
computer, access to computerized information systems, dedicated software and
consulting budget) to ensure that they are able to perform their duties in
accordance with the law and the professional standards.

16
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4.4 Compliance officers should have access to the organization’s computerized
information system as well as to any other database in the organization which
will enable them to perform their duties.

4.5 Compliance officers should regularly monitor the updates in the law and
regulations related to the organisation in which they work, and ensure that
procedures and internal work processes are updated in accordance with regulatory
changes.

5 Responsibility of the Compliance Officer

5.1 A compliance officer is responsible for ensuring that the business procedures
of the organization, in the specific areas he is appointed to oversee (by the board
of directors and the senior management), meet all legal requirements and ethical
standards.

5.2 A compliance officer is responsible for checking whether the organization in
which he works complies with laws, policies and procedures while the board of
directors and senior management work to advance its business objectives.

5.3 It is hereby clarified that in these provisions there is no imposition of
responsibility on a compliance officer for the compliance with the provisions of
the law; this is the exclusive responsibility of the board of directors and the senior
management of the organization.

6 Skills and knowledge

6.1 The compliance profession requires four main skills from the compliance
officer — (1) understanding the law, (2) process analysis and knowledge in control,
(3) risk management, (4) understanding of information systems and data analysis.

6.2 A Chief Compliance Officer should be certified in this field.
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II.  Operational standards

7 Personal behaviour of the compliance officer

7.1 The compliance officer shall act honestly and fairly.

7.2 The Compliance Officer shall avoid a conflict of interest between his duties
and anything else that can objectively establish impediments.

7.3 The Compliance Officer shall comply with the laws, procedures of the
organization, the Code of Ethics and the professional standards of compliance
officers.

7.4 A compliance officer shall work to obtain the knowledge, expertise and skills
necessary for him to provide services to the organization, and if not - the
compliance officer shall give proper disclosure, indicating the actions he has
taken to obtain this knowledge.

7.5 A compliance officer shall not give an opinion or assessment as to the extent
of the organization’s exposure to risks or the organization’s compliance with the
compliance plan unless hesshe has the necessary knowledge, skills and expertise.

7.6 A compliance officer shall not take part in any illegal activity and shall not
involve others in such activity.

7.7 A compliance officer will meet the requirements of external parties after
receiving a legal statement of opinion first from the legal advisor of the
corporation in which he works, in accordance with the applicable laws and
guidelines.

8 Exercising discretion

8.1 In the performance of his duties, in order to ensure to meet the expectations
of the board of directors and the senior management, the compliance officer must
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ensure that his behaviour does not impair his ability to meet accepted
professional standards.

8.2 A compliance officer must ensure that he has the resources, including
working hours, to provide the organization with compliance services in the
effective manner required to comply with the regulatory provisions applicable to
the organization.

8.3 In order to ensure that the products of the compliance officer’s work exceed
what is required, the compliance officer must on the one hand base his work on
accepted models/practices, and on the other hand give due disclosure as to the
rules he has adopted.

8.4 A compliance officer must include in the products of his work a statement
regarding the extent of his compliance with the provisions of the professional
standards.

8.5 A compliance officer must fulfil his duties in accordance with the code of
conduct of the organization in which he operates and promote the values of the
organizational culture.

8.6 The compliance officer must perform his duties without appearing in or
creating a state of conflict of interest.

9 Conditions for having a compliance function

Objectivity
9.1 Compliance officers shall act objectively.

9.2 Compliance officers shall ensure objective reporting.

9.3 A compliance officer shall refrain from acting in a situation where his
objectivity may be impaired.

Independence

9.4 Compliance officers should enjoy independence in the exercising discretion
and be independent in their work.

19
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9.5 Compliance officers need direct contact with the board of directors and senior
management to ensure that the provision of resources for the purpose of their work
does not jeopardize their independence.

9.6The compliance officer should create a periodic reporting mechanism for the
board of directors and senior management in which he will report, amongst other
things, on the organization’s compliance with the various regulatory provisions.

9.7 The compliance officer shall include in his report a summary of the control
findings and, as far as possible, recommendations for implementation, from which
his work plan for reducing risk exposure will be derived.

Organizational status

9.8 The organizational status of compliance officers should be in line with the
area of responsibility and allow them to receive information from all relevant
parties on the one hand, and to report to the board of directors and senior
management on the other hand.

9.9 The organizational status of the compliance officer should be positively
determined by the board of directors 7 senior management.

10 Impairment of independence or other impairment of suitability

10.1 The compliance officer shall act in accordance with the duty of care and the
duty of fidelity.

10.2 The compliance officer shall document, as far as possible, the situations in
which he was prevented from acting in an objective manner and / or in
accordance with the accepted professional standards.

10.3 A compliance officer shall refrain from giving reports or assessments if he is
in a state of conflict of interest.

10.4 The compliance officer must report to the board of directors / senior
management on any case in which his independence has been impaired or he is
unfit 7 unable to give objective reports and 7 or opinions.
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11 Compliance officer’s responsibilities

11.1 A compliance officer will perform the following functions:

Compliance

11.1.1 Monitor all relevant operational processes and procedures effectively and
continuously, whether through a dedicated management system or by other
means available to the organization, all in order to ensure that the organization
complies optimally with all regulations and ethical standards.

11.1.2 A compliance officer will work to manage information in the field of
compliance by researching, recording and analyzing data as well as regularly
monitor information as well as perform compliance risk assessments, to make
sure that the organization is indeed managing compliance risks in an adequate
manner.

11.1.3 The compliance officer will connect between the various functions related
to compliance in the organization to the board of directors and senior
management.

11.1.4 Conducting ongoing situational assessments to determine whether the
organization complies with the provisions of the law and the level of compliance
risks. In cases where hesshe is not the professional entity to carry out these actual
situation assessments, it is his/her responsibility to ensure that such a situational
assessment is performed by a professional entity and handed over to the board of
directors and senior management. In such cases, the compliance officer will be
responsible for verifying the actual assessment of the situation by the responsible
bodies in the organization.

11.1.5 Reports regularly and comprehensively to the Board of Directors and
senior management on the implementation of the compliance plan to ensure that
the plan operates effectively;

11.1.6 Planning and implementation of policies and internal compliance
procedures to prevent and detect violations of the law and/or the organisational
code of conduct, while cooperating and coordinating with compliance-related
functions.

Compliance Culture

11.2.1 Acts to maintain and promote a culture of ethics and compliance, in
accordance with the code of ethics and business conduct of the organization.

21
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11.2.2 Encourages directors, managers and employees to report potential
inappropriate behavior through anonymous corporate reporting systems
Hotline);

11.2.3 Designs and implements compliance policies and procedures as part of
the organization’s internal controls;

11.2.4Manages and maintains internal communication channels to strengthen
and promote the ethical culture and compliance plan of the organization;

11.2.5Develops an internal reporting system designed, amongst other things, to
encourage employees in order to receive information on violations of the law.

11.2.6 When concerns arise of violations of compliance with norms, conducts
examination and investigation to ensure detection of weaknesses in the control
system that enabled the deviation.

11.2.7Assists in the implementation of the training program in the organization
in order to ensure that the regulatory instructions are translated into the internal
work procedures in the organization and assists in the implementation of these
instructions among the organization’s employees.

11.2.8 Implements appropriate policies and procedures to protect whistleblowers
from any form of harm and to ensure that any person who harms a whistleblower
will be appropriately punished.

Consulting

11.2.9 Works to find solutions and 7 or recommendations for the board of
directors and senior management in order to resolve gaps in compliance and how
violations of compliance norms should be addressed.

11.2.10 Acts consistently to ensure that directors, managers and employees
found to act inappropriately correct their path as long as they remain in their role
in the organisation.
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11.2.11 Implements internal policies and procedures for the ongoing review,
monitoring and updating of the organization’s compliance plan to address risks,
controls, compliance plans and changes necessary to ensure the effectiveness of
a compliance plan.

11.2.12 Coordinates and cooperates with functions within and outside the
organization that have a bearing on compliance such as: finance, personnel,
internal audit, legal advice, IT, information security manager, risk manager, and
other line and staff functions.

11.3 Training and professional development

11.3.1The compliance officer shall have a commitment to professionalism and in
order to ensure this he shall have a professional development plan, to ensure that
the personnel of the compliance department have knowledge appropriate to the
expectations and challenges of this organizational unit.

11.3.2 The compliance officer shall train, upskill and instruct the employees of
the compliance unit to ensure that he and his employees are updated on all
changes and updates in the compliance norms.

12. Reporting and reporting lines

12.1 The compliance officer shall independently and accurately report to the
board of directors and its committees dealing with the field of compliance and /
or risk management, and to the organization’s management on the following:

12.1.1 Efficiency of the organization’s compliance plan.

12.1.2 Compliance Officer’s progress in his annual work plan, reporting on
executional status.

12.1.3 Substantial changes in the compliance risk map.

12.1.4 Implications of the organization’s decisions on the organization’s
exposure to compliance risks.
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12.1.5 Supplying advice and recommendations to directors, managers and
employees in the organization regarding issues related to the organization’s
compliance with the organization’s law and code of ethics.

12.1.6 Violation of the organization’s ethics culture.

12.1.7 Create a report and an effective internal system for investigating
suspicions of misconduct, reporting on these investigations, as necessary, to the
directors and managers of the organization.

12.1.8 Report potentially inappropriate, ongoing or past misconduct to the board
of directors, senior management, as necessary, to protect the organization from
any violation of its behavioural code or law.

Quality standards

13 Quality assurance

13.1 The compliance officer must take steps to ensure the quality of the work
processes and work products in the compliance unit.

13.2 A compliance officer shall conduct, at least once every two years, an
internal quality assessment in the compliance unit, which shall include at least
the following:

13.2.1 Compliance risk survey (methodology, documentation, model).
13.2.2 List of compliance risks (assessment and rating method)
13.2.3 Enforcement plan

13.2.4 Reports
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13.3 The compliance officer will report to the board of directors, senior
management as well as the compliance committee/other designated body on the
existence of an assessment and the steps taken to strengthen control and work
methods.
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III.  Professional Guidelines

Professional guideline no. 1 — Scope of responsibility of the Compliance Officer
Professional guideline no. 2 — Managing core duties
Professional guideline no. 3 — Duty to provide proper disclosure

Professional guideline no. 4 — The role and responsibility of compliance officers for anti-
money laundering and funding of terror

Professional guideline no. 5 — Managing Compliance Risks
Professional guideline no. 6 — Compliance/enforcement plan
Professional guideline no. 7 — Reporting a violation

Professional guideline no. 8 — Compliance Culture
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U.S. Department of Justice Criminal Division Evaluation of Corporate Compliance Programs (Updated

June 2020) https://www.justice.gov/criminal-fraud/page/file/937501/download

SFO, Evaluating a Compliance Programme ) https://www.sfo.gov.uk/publications/guidance-policy-

and-protocols/guidance-for-corporates/evaluating-a-compliance-programme/(
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